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Introduction

This documented was created to show how to integrate Oracle Access Manager (OAM) 11gR1 and Oracle Adaptive
Access Manager (OAAM) 11gR1 using the OAAM Basic method. There are two integration methods available
BASIC and Advanced. This document will not discuss Advanced integration. The primary difference between the
Basic and Advanced is that Basic does not require OAAM to be running. All of the necessary code has been added to
OAM. There are limitations to the OAAM Basic integration. The Basic integration only provides Knowledge Based
Authentication (KBA.) All of the other features of OAAM are not available using this method.

NOTE: It has been determined that there is a significant issue with the OAM/OAAM integration on windows. This
problem has not been replicated on Oracle Enterprise Linux. These instructions are for Windows. Due to the problem
that was uncovered this integration assumes that OAM users are in the native WebLogic user store. At the end of this
document there is an Appendix that discusses a non-tested work around to store users in Oracle Internet Directory.

These instructions step through installing and configuring OAM and OAAM on a windows 2003 server that has 4GB
of memory.

Configuration data for this installation is:

Database: oim.homeunix.net on host: orcldb-homeunix.net
OAAM Server: oaaml 1g.homeunix.net

NOTE: It has been determined that Firefox should be use to perform all the browser based steps in this
document.

Install WebLogic
Begin the process by installing but not configuring WebLogic. The default location should be d:\Oracle\Middleware




3. RunRCU

Run RCU and create the schemas for OAM and OAAM. These instructions do not configure Oracle Identity Manager
(OIM) Execute the RCU utility, rcu.bat, that is located in the following directory under the unzipped RCU files:

d:\kits\ofm_rcu win32 11.1.1.3 disklofl\rcuHome\BIN

ERepository Creation Utility - Step 3 of 7 : Select Components

Select Components

Select Components

Schema Passwords

C—C—C—€—O—€—L —

Database Connection Details

ORACLE’ 11g

FUSION MIDDLEWARE

A Prefix groups the components associated with one deployment.

-i:} ) Select an existing Prefix DEY v‘

() Create a new Prefix

Prefix can contain only alpha-numeric characters. Prefix should not
start with & number and should not contain any special characters.

Component Schema Owner |
=0 Oracle AS Repository Components
EEAS Common Schemas

5

O Enterprise Scheduler Service ORAESS
=B Identity Management
|4
O Oracle Identity Federation QIF
O Oracle ldentity Manager [o]]1]
Qracle Adaptive Access Manager DEV_OAAM
Oracle Adaptive Access Manager{Partition Supp...| DEY_OAAM_PARTMN | |
O Authorization Policy Manager APM |

Messages:

| tew |

4. Configure OAAM

< Back H Next = l Cancel ]

Execute the config.cmd file located at d:\Oracle\Middleware\Oracle IDM2\common\bin:
B Fusion Middleware Configuration Wizard [_ [ X]

Welcome

ORACLE’

@® Create a new WebLogic domain

Create a WebLogic domain in your projects directory.

O Extend an existing WeblLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

e (]




[F) Fusion Middleware Configuration Wizard M= B3

Select Domain Source

ORACLE

@® Generate a domain configured automatically to support the following products:

Oracle Adaptive Access Manager - Server - 11.1.1.3.0 [Oracle_IDMZ]l
racle Identity Manager - 11.1.1.3.0 [Oracle_IDMZ]

Oracle Adaptive Access Manager Admin Server - 11.1.1.3.0 [Oracle_IDM2]

Oracle Enterprise Manager - 11.1.1.0 [oracle_common]

[ Oracle Authorization Policy Manager - 11.1.1.3.0 [Oracle_IDM2]

Oracle Identity Navigator - 11.1.1.3.0 [Oracle_IDM2]

[] Oracle Access Manager with Database Policy Store - 11.1.1,3.0 [Oracle_IDM2]
Oracle WSM Policy Manager - 11.1.1.0 [oracle_common]

[ oracle JRF WebServices Asynchronous services - 11,1.1.0 [oracle_common]

Oracle JRF - 11.1.1.0 [oracle_common])

[] webLogic Advanced Web Services For JAX-RPC Extension - 10.3.3.0 [wlserver_10.3]
[] webLogic Advanced Web Services for JAX-WS Extension - 10.3.3.0 [wiserver_10.3]

(O Base this domain on an existing template

Fusion Middleware Configuration Wizard ISl B3

Specify Domain Name and Location

ORACLE’

Enter the name and location for the domain and its applications:

Domain name: l IDMDomair™ l

Domain location: l d:\Oracle\Middlewareluser_projectsidomains l | Browse

Application location: l d:\Oracle\Middlewareluser_projects\applications l | Browse




Fusion Middleware guration Wizard

Configure Administrator User Name and Password

ORACLE’

" Discard Changes

*Name: I weblogic

*User password: I Akkkkkok

*Confirm user password: | |

Description: | This user is the default administrator,

Fusion Middleware Configuration Wizard

Configure Server Start Mode and JDK
ORACLE

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic 'Securing a
Production Environment' in the WebLogic Server documentation.

To use WebLogic JRockit in production, Oracle recommends developing and testing your applications with WebLogic JRackit early in the project cycle.
For information about WebLogic JRockit, see the WebLogic JRockit documentation.

‘WebLogic Domain Startup Mode JDK Selection
O Development Mode © Available JDKs
Utilize boot. properties For username and JRockit SDK 1.6.0_17 @ d:\Oracle\Middleware\jrockit_160_;
password and poll for applications to deploy. Sun SDK 1.6.0_18 @ d:\Oracle\Middleware\jdk160_18

Sun JDK recommended for better startup
performance during iterative development.

(® Production Mode ol |I|
Require the entry of a username and password
and do not poll for applications to deploy.
‘WebLogic JRockit JDK recommended for better O Other JDK

runtime performance and management. %Q.;am.;.r.; D




B Fusion Middleware Configuration Wizard [=1C)X]

Configure JDBC Component Schema
ORACLE’

Note: Change only the input Fiekds below that you wish to modfy and values wil be applied to all selected rows.

vendor: | Oracle |~ | DBMS/Service:  oim.homeunix.net
Driver: ' *Oracle's Driver (Thin) for Service connections; Yersions:9.0.1,9.2.0) Host Name: | oaamiig.homeunix.net

Schema Owner: | Varles among component schemas ] Port: | 1521

Schema Password: | <*#=aa++ I ]

[[] Configure selected component schemas as RAC multi data source schemas in the next panel,

Component Schema DBMS/Service Host Name Port Schema Owner Schema Password
[ | oaamM Admin Schema | oim.nomeunix.net | caam11g.nomeunix. | 1521 | DEV_OAAM | —— ]
[ | onAM Server Schema | oim.homeunix.net | oaam11g.nemeunix. 1521 | DEV_OAAM | |
[ | oaAmM adwmin MDS Schema | oim.nomeunix.net | oaam11g.nomeunix. 1521 || DEV_MDS | emrrree |
| owsM mDS schema | oim.nomeunix.net | caam11g.nemeunix. | 1521 || DEV_MDS [| #oenrre |
I Ext | | Help ] [ Previous | l Next I

Fusion Middleware Configuration Wizard

Test Component Schema

ORACLE
Status Component Schema JDEC Connection URL
v, OA&M Admin Schema jdbc:oracle:thin:@orcl-db.homeunix. net: 1521 foim.homeunix.net
/  OAAM Server Schema jdbc:oracle:thin:@orcl-db.homeunix. net: 1521 foim.homeunix.net
/  OAAM Admin MDS Schema jdbe:oracle:thin:@orcl-db. homeunix.net: 1521 /oim. homeunix.net
v/  OWSMMDS Schema jdbc:oracle:thin:@orcl-db. homeunix.net: 1521 /oim. homeunix.net

Select all | I Unselect all l I Test Connections

Connection Result Log

User=DEY_MDS =]
password=********
SQL Test=select 1 from schema_version_registry where

owner={select user from dual) and mr_type="MDS' and

version="11.1.1.2.0'

CFGFWK-20850: Test Successfull D

1] | D]




ﬂ Fusion Middleware Configuration Wizard M= B3

Select Optional Configuration
ORACLE’

[ Administration Server
Modify Settings

Managed Servers, Clusters and Machines

Add or Delete
Modify Settings

[0 Deployments and Services
Target to Servers or Clusters

[JRDBMS Security Store
Modify Settings

Fusion Middleware Configuration Wizard

Configure Managed Servers

ORACLE
[ add % Delete " Discard Changes || Switch Display
Name* Listen address* Listen port S5L listen port 55L enabled
% 1| oaam_admin_serverl Al Local Addresses |~ 14200 14201
2| naam_server_serverl All Local Addresses |~ 14300 14301




) Fusion Middleware Configuration Wizard | _ [ x|

Configure Clusters

[% ORACLE
[ladd % (" Discard Changes || Switch Display
Mame* Cluster messaging mode Multicast address Multicast port Cluster address

) Fusion Middleware Configuration Wizard M= B3

Configure Machines

ORACLE
Machine | Unix Machine ‘
[ add 3¢ Delete " Discard Changes
MName* Node manager listen address Mode manager listen port
- ll oaam T " localhost |~ “ 5556
T




usion Middleware Configuration Wizard
ORACLE

Assign Servers to Machines

Select a machine in the right pane. Then select the server(s) in the left pane and assign them to the machine by clicking the right arrow button.

Server Machine
AdminServer |~ ] Machine
“® oaam

oaam_admin_serverl
oaam_server_serverl

usion Middleware Configuration Wizard
ORACLE

Assign Servers to Machines

Select a machine in the right pane. Then select the server(s) in the left pane and assign them to the machine by clicking the right arrow button.
Server Machine
I~ Machine
=& oaam
Q‘ AdminServer

Lj oaam_admin_serverl
[“j oaam_server_serverl




) Fusion Middleware Configuration Wizard [_ D] ]
Configuration Summary
ORACLE
Domain Summary Click on an item in the Domain Summary pane on the left to inspect its attributes in the
— Details pane below. You can make limited adjustments by clicking Previous to return to a
Summary Yiew: 4 —r . )
| Deployment |~ || prior panel. If everything is satisfactory, click Create.
I "] IDMDomain (d:\Oracle\Middleware\user JJrojects\donE e
=[] Server . I
= ] AdminServer Attribute VaL,'e . .
&£ Servi Mame Basic WeblLogic Server Domain E
a 7erv:ce Description ~ Create a basic WebLogic Server domain without installing sample app
= [ Shutdown Class Author Oracle Corporation
D JOC-Shutdown Location D:\OracleiMiddlewareiwlserver _10.3\commonitemplatesidomainsiwl:
[ pmsshutdown
[= [ Startup Class MName Oracle Adaptive Access Manager - Server
1 [ IRF Startup Class Description  Oracle Adaptive Manager - Server Extension Template
D IPS Startup Class Autht?r Oracle Corp9ration -
D ODL-Startup Location D:\OracleiMiddleware|Oracle_IDM2\commonitemplatesiapplications'c
D Audt Loat'ier 'Startup Class MName Oracle Adaptive Access Manager Admin Server
D AWT Application Context Startug Description ~ Oracle Adaptive Manager Admin Server Extension Template
[ amx Framework Startup Class Author Oracle Corporation
D JOC-Startup Location D:\OracleiMiddleware\Oracle_IDM2\commonitemplatesiapplicationsic
[ oms-startup
= [ I0BC MName Oracle Enterprise Manager [k
= [ IDBC Data Source E] Description Enterprise Manager
Akl A mmlm v E]
[« | O] [ Ll

—

E’ Fusion Middleware Configuration Wizard == E3 |
c X

reating Domain
ORACLE’

Progress:

Preparing...

Creating Domain Security Information...
Saving the Domain Information. ..

Storing Domain Information. ..

String Substituting Doman Files. ..
Performing OS5 Specific Tasks...
Performing Post Domain Creation Tasks. ..
Domain Created Successfully!

Domain Location: d:\OracleiMiddlewareluser_projectsidomains\IDMDomain
Admin Server URL  http://oaam11g.homeunix.net:7001

[[] Start Admin Server

[Erovious ] [_gone ]




Start the Admin server as shown below:

I o

: “ ‘Windows Update
J Manage Your g Accessories »
~ ADAM »
B Command Pre 1) Administrative Tools »
@ Mozilla Firefox »
o - Oracle - OH302070628 » 5
(’\{ W g Oracle - OH601012635 »
"o |m) oracle - OH2011277853 »
[a Notepad IF) Oracle IDM Suite 11g - Home1  »
) Oracle Web Tier 11g- Homel  »
ﬁ WIinSCP @@ Orac Logic » [TIRCLEEEIE (o) Admin Server Console
1) PuTTY » | Weblogic Server 11gR1
Computer Manz (¢ snaglt 7. » [ Online Documentation
@ Startup » Oracle Enterprise Pack for Eclipse
1) Windows Support Tools » [ Quickstart

1) winscp » @) Smart Update

1) winZip » [E] Uninstall Oracle WeblLogic
& Internet Explorer T
kﬁ] Outlook Express
;. Remote Assistance
All Programs E TextPad

Logoff [8] shut bown

|#start |2 & @ |

5. Create Policies to Protect

For an example we will create a policy to protect an application called approver. The approver application is a J2EE
application that has been modified to allow it to be protected by IDMDomainAgent. Go to the oamconsole at

http://oaam1 1 g.homeunix.net:7001/0oamconsole

Select Resources under IDMDomainAgent.

ELTYRIN scorch N
- @ R 2R
v ﬁshared Components
v @ Resource Type
{é} HTTP
{é} wl_authen
v EI Host Identifiers
El IDMDomain
= Authentication Schemes
v @Application Domains
= @Fusion Apps Integration
v @IDMDomainAgent

1> [ Authedtication Policies
= [a.nuthorization Policies



Add the following resource:

IDMDomainAgent:IDMDomain:/approver/.../*
@ Resources Apply
Type 'I
Description |

Host Identifier | IDMDomain _»

* Resource URL lapprover/...[*

s

Next create a new Authentication Policy under IDMDomainAgent.

Tﬁ Browse m
vews @R LS R
v ﬁshared Components
v {é} Resource Type
HTTP
{’}wl_authen
v B Host Identifiers
EI IDMDomain
L= Authentication Schemes
v @Application Domains
= @ Fusion Apps Inteqgration
v @IDMDomainAgent
= {"}Resources

|»

Create a New Authentication Policy called approver and make sure to set the Authentication Scheme to OAAMBasic:

Authentication Policy apply |

* Name [ approver Success URL
Description Failure URL
* Authentication Scheme | OAAMBasic =l
8% Resources &+ X ,
{Resource URL |

-I IDMDomain: fapprover].../* _




Now create a new Authorization Policy:

taoromse Q.
vews @ 8L S R
v ﬁshared Components
v Resource Type
Lrrrre
{é} wl_authen
v EI Host Identifiers
& ompomain
= Authentication Schemes
v @Application Domains
= @Fusion Apps Integration
v @IDMDnmainAgent

= {é} Resources
> icati

I% Authorization Policy apply

* Name vaDprover Failure URL |
Description | Use Implied Constraints ¥
Success URL v

iy

Resources Constraints Responses

4% Resources %+ R

{Resource URL ]
I IDMDomain: fapprover;.../* ;I-

Create OAAMADMIN user

By default there is not a user that has the correct privileges to log into the OAAM administration console. The next
steps show you how to create and grant the necessary groups to the oaamadmin user. Using a browser log into the
WebLogic Administration Server ( http://oaam11g.homeunix.net:7001/console ) and click on the Security Realms
hyperlink on the left side of the page. Then select the myrealm hyperlink on the right hand side of the page.

Domain Structure This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the
realm to explore and configure that realm.
IDMDomain 1=
[ Customize this table
Realms (Filtered - More Columns Exist)
:mlag:;:\a:sle Targets Click the £ock 8 £dit button in the Change Center to activate all the buttons on this page.
i—Work Managers
Startup & S:ut down Classes New Delete Showing 1to 1 of 1 Previous | Next
"Depl9yments I~ | Name & Default Realm
= | myregn true
-Interaperability frme \j} ) )
-Piannnstics - New Elete Showing 1to 1 of 1 Previous | Next

How do I... & |



Next click on the Users and Groups tab then click the New button:

Settings for myrealm
Configuration = Users w Groups | Roles and Policies = Credential Mappings |~ Providers = Migration

Users  Groups

This page displays information about each user that has been configured in this security realm.

[ Customize this table

Users

E Delete Showing 1 to 2 of 2 Previous | Next

[ | Name & Description Provider

[T | OracleSystemUser Oracle application software system user, Defaultauthenticator

[~ | weblogic This user is the default administrator, Defaultauthenticator

E Delete Showing 1 to 2 of 2 Previous | Next

Enter the new user information in the Create a New User screen:

Create a New User
0K Cancel

User Properties

The following properties will be used to identify your new User,

* Indicates required fields

What would you like to name your new User?

*Name: oaarmadmin

How would vou like to describe the ngw User?

Description: OAAM Admin User

Please choose a provider for the user.,

Provider: DefaultAuthenticator |

The password is associated with the login name for the new User,

* Password: ssssesee

* Confirm Password: P



Press OK when completed then reselect the new user oaamadmin.
Once select check all of the OAAM Groups and then click on the arrow to move them to the user.

Settings for oaamadmin

General = Passwords | Attributes = Groups

Save
Use this page to configure group membership for this user.

Parent Groups: This user can be a member of any of these parent
Available: groups. More Info...

i 0AAMCSRGroup

M 0AAMCSRManagerGroug >
0AAMEnvAdminGroup [:%
4 0AAMInvestigationMang

4 OAAMInvestigatorG IMove all items from Available list to Chosen list
nyestigatoruroup

0AAMRuleAdministrators MR

7 0AAMSOAPServicesGroukd

Chosen:

Press Save when complete.

Settings for oaamadmin

General = Passwords | Attributes = Groups

Save
Use this page to configure group membership for this user.

Parent Groups: This user can be a member of any of these parent
Available: aroups. More Info...

[ Administrators ;I

- AppTesters

[~ CrossDomainConnectors 2»
[ Deployers )
[~ Monitors <
r Operators @
[” oracleSystemGroup v
Chosen:

T~ DAAMCSRGroup

[~ oAAMCSRManagerGroup

[~ oAAMEnvAdminGroup

[T oaaMInvestigationManage

r 0OAAMInvestigatorGroup

[~ oAAMRuleAdministratorGrc

[~ 0AAMSOAPServicesGroup

At this point you can use a browser to test the new user go to http://oaam11g.homeunix.net:14200/0aam_admin




Modify oam-config.xml
Using WordPad modify the oam-config.xml file that is located at:

D:\Oracle\Middleware\user projects\domains\IDM domain\config\fmwconfig

In the file locate the line:

<Setting Name="OAAMEnabled" Type="xsd:boolean">false</Setting>

change false to true.

Start OAAM_ADMIN
In a DOS Command window do the following to start the oaam_admin_serverl:
d:

cd: \oracle\Middleware\user projects\domains\IDM domain\bin
startManagedWeblogic.cmd oaam admin_serverl

Enter the username: weblogic and password. Wait for the server to report that it has reached the RUNNING state
before continuing.

Load Necessary Policies and Questions into OAAM
Log into the OAAM admin console at http://oaam11g.homeunix.net:14200/0aam_admin as oaamadmin. Double click
on the Policies hyperlink in the left pane and then click on the Import Policy button:

ORACLE Help Signouwt ©

Preferences Signed in as oaamadmin

Fraud Prevention

A) Navigation [y Policies £
Acions + View > (3 (§ | $ %Polldes § New Policy ,.gm =
28] Dashboard -
Sessions Search for the policy or click the New Policy button to creste a new policy.
g ::?::Set v Search Saved Search | Search Polcies ;I
v Ubﬁ'olklﬂl Checkpoint |- Select -- ¥| Unked Groups |- Select -
[&] rutes Policy Name Croate Time [}
€= Condtions Policy Status |- Select - ¥/ Update Time @
il Groups Run Mode |- Select - )
ﬁ Patterns
[T Search | Reset ] Save... J
®a Entities
[ Transactions ‘l l —.]
7 (@) Configurable Actions
G8 Action Tamnlates x|, Search Results
> 4 Policy Tree fl Actions v View v | [§ 3¢ |4iDetach =

Copyright (c) 2010, Oracle and] or its affiiates. Al rights reserved. About



Select d:\oracle\Middleware\Oracle IDM2\oaam\init\oaam_sample policies for uio_integration.zip and click the
Import button:

| 72 Fraud Prevention - Windows Internet Explorer =] B3
@v |&] http:jjsazcafsapa.satde.com: 14200{o3am_adminjfacesipa ¥ [Z] IE Bing \
File Edit View Favorites Tools Help
< Favorites | 55 @ Sunnested Stes + @ Free Hotmail @ Web Sice Gallery +

(& Fraud Prevention & - - [ = v Page~v Safety~ Toos~ @~

& Import Policy
Select the Policy file to be imported.

* File Name (,ZIP) [EEEUNUNAEEY

Y e

Once the Policies have been imported click Done:

Customer Care Ch.
These rues run for
These rndes are ru

Agphed to users wi

Thes pokcy routes.
System fraud rues.
Chacks tosee ¥ &
Blocking rubes for t
Thes pokey contan
Post-Authenticatio
Post-Authenticatio
.. System internal pol.
Pre-Authentication

Thie nokeus ebone be

FERERREREREREED
E




Next import the Knowledge based questions by clicking on the Questions Hyperlink then the Import Questions
button:

ORACLE’ Hep Snow O
Preferances Signed in a5 osamadmn

Fraud Prevention

@ Navigation M 5 Questions i)
Aies » Vews 13§ r Al
. s (22 Questions [ cveson | SRR

B sessions Search for the questions or chck the New Quastion button to create & hew question,
. Cases
D rokey et
v [b Pokcios Question Keyword Answer Logic Mints | = Select - |
Iu Rdes 2 atus Seloct - Cresto Ture :b - r&
€8 Condtiors Category + Select =) Update Ture ® - (1Y
Ul Groues Locale - Select -
u Patterns Vabdatiors  +« Select v
:{ Criks
m Transactions
7 (@ Conhigurable Actions
(@ action Templates Search Results
{8 Action Instances Adions ~ View v | [§ 3¢ Y Create Lke o Act @ ¢ [} Detach
V o xBa Row Question [Sxatus (Category |Locale |Create Tme |Update Tim
9 Questions | Chck the Search button with apgropriate search arteis, —
& vaddations
9 Categories B
9 Registration Logc
09 Arswer Logk
7 A2 Fendeooment ﬂ
> 18 Policy Tree j |

¥ Search Saved Search | Search Questiors _-J

Import the English Questions from d:\oracle\Middleware\Oracle IDM2\oaam\init\kba questions and the click the
Import Button:

ORACLE Heb Sgnow O
Preferances Signed in as oaamadain

.Se”iom Search for the quastions or chck the New Question button to create 3 new question.
¥ Search Saved Search Soud\wzl
7 [ pokces &) Import Questions L

<& Corrdtices Select the Quastion fls to be mparted. R FR- ®
13 parterns The 209 file to be imported. |

3 ertins * Fie Nome (.217) [OrOradeVMadewarelorade_TDNZrosm)b_question _Bowse_ | i ";"‘l e

v @ Configurable Actions impaet | Concel |

—

& Action Instances D e R B e T et i
7/ kA Row|Questin [status [Categery JLocsle CremeTme  lipdate Tm
3 Questions | Chck the Search button with apgeopriate search criteris. =




Once imported click on Done:

ORACLE’ Ho snoe O
Proferences Signed In as odamadmin
l Froud Prevel®) Import Questions L

@ RRUAE) Questions imported successhully,

Actioes + Ve Al

- [ Dastbos Imported List: Fﬁﬂ

! B sessons |

| Coses - *?

| B rokyse | - Question Qatus Category Locdle Update Tire e

lv B Poidies Quastion 1D Question Keyword |

! > What is the frst name of your mother's eldest sbing? Actrve Parerks, Grandpar . Enghsh 10/29/2010 1:13 &} L

| B What s you father's brthday? Actwve Parerks, Grandpar . Enghsh 29020104113 = | Y

8 Cood > 3 What year was your father born? ctive Pacerks, Grandow . Enghsh il

| i Grops L4 What Is your parert’s currert street address nusber? Actrve Parerks, Grandosr . Enghsh |

| ELeatens o What I your parent's aurrent street name? Active Pacerks, Grandpw . Enghsh |

| SBevwes “¢ What Is your parert’s ourret ZIP code? Active Parers, Grandos . Enghsh |

! m Transacti > 7 What are the last 4 dgts of your parent's phone nusber 7 Active Parerts, Grandpar . Enghsh

jv G p ' ] What is your maternal grandmother's fiest name? Active Pacorts, Grandpar . Enghsh

! o 1, o What is your paternal grandmother’s first name? Actrve Parerks, Grandpsr . Enghsh

! @ aake |1 10 What is your maternal grandfather’s first name? Active Parerts, Grandpar .. Enghsh

8 Actke 1 11 What is your paternal grandf sther's first name? Actrve Parerks, Grandpar . Enghsh -
What is your mother's maddie name? Active Parerks, Grandpar

Next the Post Authentication Policy 3 must be modified. Click on the Hyperlink for the policy and on the Group tab

changed linked users to All Users. Save the changes.

I%Post—Auth Flow Phase 3 Copy Policy | Apply | Revert
Summary Rules (3) Trigger Combinations (2) @
Specify the run mode For this policy. Group linking options will be disabled if "all Users" mode is selected.
*Run Mode | All Users ;]
Group linking does not apply to this policy as it is in All Users mode.
Actions v View v | 7 &# Detach
Row|Group Name Group Description Linking Motes
Mo data to display
Total Rows: 0

10. Shutdown OAAM_ADMIN Server

There is not sufficient memory to keep all of the WebLogic servers running. The oaam_admin_serverl is only needed
for the above configuration. The production environment only requires the oam_serverl that will be started later.

Shutdown the process by doing a Control C in the command window that has oaam_admin_server]l running in it.

11. Start OAAM_SERVER

In a DOS Command window do the following to start the oaam_server serverl:

d:
cd: \oracle\Middleware\user projects\domains\IDM domain\bin
startManagedWeblogic.cmd oaam server serverl

Enter the username: weblogic and password. Wait for the server to report that it has reached the RUNNING state
before continuing.
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13.

14.

15.

Modify JDBC resource in WebLogic

When oaam_server_serverl started it create a JDBC resource. This resource must be assigned to the oam_serverl
WebLogic server. Using a browser go to the WebLogic Administration server at:
http://oaam11g.homeunix.net:7001/console.

Click on Services then Database Resources. Locate the OAAM_SERVER_DS resource. Lock the environment by
clicking on the Lock button in the upper left corner of the admin console. Now open the OAAM_SERVER DS
resource and click on the Target tab. Once there you are present a list of WebLogic servers that are available. Check
the box beside oam_serverl. (Leave the existing check beside oaam_server serverl) Save your changes. Before these
changes take affect they must be activated. Click on the Activate button in the upper left corner of the Admin console.
(This button replaced the Lock button that was previously used)

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help Q
View changes and restarts Home >Summary of JDBC Data Sources >OAAM_SERVER_DS
Click the Lock & Edit button to modify, add or Settings for OAAM_SERVER_DS

delete items in this domain.
Configuration = Targets @ Monitoring = Control = Security = Notes
Lock & Edit

Release Configuration Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save
Domain Structure

dev3_domain

'Envi ronment This page allows you to select the servers or clusters on which you would like to deploy this JDBC data source.
;‘"Deployments '
E}-Services !

'Messaging ! Servers

[+-JDBC :

;“"Data Sources AdminServer

;‘"Multi Data Sources
“--Data Source Factories oaam_admin_serverl

;“"Persistent Stores
£--Foreign JNDI Providers V' oaam_server_serverl
;‘"Coherence Clusters
}“"Work Contexts
£--XMI_Reaistries

v oam_serverl

How do I... = Save

¢ Target JDBC data sources Click the Lock & Edit button in the Change Center to modify the settings on this page.
e Deploy applications and modules
e Deploy stand-alone JDBC modules

e Modify JDBC application modules

System Status =

Health of Running Servers

Shutdown OAAM_SERVER Server

There is not sufficient memory to keep all of the WebLogic servers running. The oaam_server _serverl is only started
to create the JDBC resource. The production environment only requires the oam_serverl that will be started later.

Shutdown the process by doing a Control C in the command window that has oaam_server serverl running in it.

Start OAM_SERVER
In a DOS Command window do the following to start the oam_serverl:
d:

cd: \oracle\Middleware\user projects\domains\IDM domain\bin
startManagedWeblogic.cmd oaam serverl

Enter the username: weblogic and password. Wait for the server to go to the RUNNING state before continuing.

Test the configuration
At this point all the configuration of OAAM is completed. To test the configuration using a browser go to:

http://oaam11g.homeunix.net:7001/approver
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You should be prompted to enter a username. Then on a separate screen you will be prompted for your password.
Once the username and password is validated you will be asked to answer 3 personal questions. Once complete you
should be taken to the approver application.

Appendix: OID Work Around

The bug that was uncovered with OAAM/OAM integration is that any configuration changes that are made to OAM
disables OAAMBasic. So when the OID User Store is added to OAM the end result is that the

<Setting Name="OAAMEnabled" Type="xsd:boolean">true</Setting>

is reset to false. It has not been tested but I believe after the configuration change is made and oam_serverl is
shutdown the value can be set back to true and the oam_serverl restarted.



